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– Rule 15c2-12—statutorily required contractual undertaking 
entered into by State and Local Governments as part of public 
offering of debt (“bonds”)
• Sixteen material events and “other”

– Rule 10b-5—As part of issuance of securities, it is unlawful to 
make any untrue statement of a material fact or to omit to state a 
material fact necessary in order to make the statements made, in 
the light of the circumstances under which they were made, not 
misleading

– Policies and Procedures
– Due Diligence questions as part of bond offering process
– Necessary Disclosure in Offering Document and/or upon 

occurrence of an incident

What role does disclosure counsel/bond counsel 
play?
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• Please describe (i) any “cybersecurity incidents” within the last five years and the parties involved, (ii) any 
related remediation steps and costs related to and/or arising out of such incidents, and (iii) what steps 
have been taken to comply with any applicable regulatory requirements or to prevent future cybersecurity 
incidents (such as implementation of cybersecurity risk management policies and procedures, training 
employees regarding cybersecurity risks, etc.). 

• “Cybersecurity incidents” generally include:  unauthorized disclosure of sensitive information; theft or loss 
of equipment that contains private or potentially sensitive information; extensive virus or malware 
outbreak and/or traffic; attempts (either failed or successful) to gain unauthorized access to a system or 
it's data; phishing attempts to acquire sensitive information such as usernames, passwords, and credit 
card numbers; or extensive disruption of the Issuer’s information services 

Sample Due Diligence Questions—Short Version
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1. Has a cybersecurity incident occurred with the Issuer within the last five years? A cybersecurity incident is 
an occurrence that actually or potentially results in adverse consequences to an information system or 
information the system processes, stores or transmits and that may require a response action to mitigate the 
consequences, e.g. theft or hacking of data and ransom events. 

2. If so, please describe the incident(s). Was the incident unintentional or deliberate? Did it have an impact on 
the financial condition or operations of the Issuer?  Were there remediation costs or liability amounts?  Were 
the circumstances that gave rise to the incidents fixed?

3. What aspects of the Issuer’s business, operations or assets give rise to cybersecurity risks? 

4. Is the Issuer particularly vulnerable to, or attractive as a target for, cybersecurity attacks? For example, does 
the Issuer maintain data respecting non-public personal information?    

Sample Due Diligence Questions—Long Version
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5. Has the Issuer established cybersecurity risk management policies and procedures and conducted 
associated training regarding cybersecurity risks and incidents? 

6. Has the Issuer analyzed the probability and potential magnitude of future cybersecurity incidents? If not, 
please describe what efforts, if any, are being made to establish a cybersecurity program.  Please also 
describe the details of any planned cybersecurity program, including an expected completion date.

7. If so, does the Issuer conduct internal reviews of its cybersecurity program, including its overall 
vulnerability and policies and procedures?

8. Does the Issuer hire external auditors to conduct periodic examinations of its cybersecurity program?  What 
is the frequency of both internal and external reviews? When was the most recent audit and have all 
recommendations been implemented and remediated?

Sample Due Diligence Questions—Long Version
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9. Does the Issuer have policies and procedures governing escalation and review of cybersecurity breaches or 
suspected breaches for the purpose of determining materiality and required disclosure obligations?

10. If so, have these policies and procedures been followed in the past?  Are incidents required to be escalated 
to external auditors?

11. Does the Issuer carry insurance against cybersecurity incidents? What is the coverage provided? 

12. Is the Issuer currently subject to litigation, regulatory investigation, or remediation costs associated with a 
cybersecurity incident?

Sample Due Diligence Questions—Long Version
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• Cyber-Security. The Issuer, like many other large public and private entities, relies on a large and complex
technology environment to conduct its operations and faces multiple cybersecurity threats, including, but not limited to,
hacking, phishing, viruses, malware and other attacks, on its computing and other digital networks and systems
(collectively, “Systems Technology”). As a recipient and provider of personal, private, or sensitive information, the
Issuer may be the target of cybersecurity incidents that could result in adverse consequences to the Issuer and its
Systems Technology, requiring a response action to mitigate the consequences. Cybersecurity incidents could result
from unintentional events or from deliberate attacks by unauthorized entities or individuals attempting to gain access to
the Issuer’s Systems Technology for the purposes of misappropriating assets or information or causing operational
disruption and damage. To mitigate the risk of business operations impact and/or damage from cybersecurity incidents 
or cyber-attacks, the Issuer invests in multiple forms of cybersecurity and operational safeguards. While Issuer 
cybersecurity and operational safeguards are periodically tested, no assurances can be given by the Issuer that such
measures will ensure against cybersecurity threats and attacks, and a breach could damage the Issuer’s Systems
Technology and, in certain instances, possibly cause material disruption to the Issuer’s finances or operations. The costs
of remedying any such damage or protecting against future attacks could be substantial. [Furthermore, cybersecurity
breaches could expose the Issuer to material litigation and other legal risks, which could cause the Issuer to incur
material costs.]

Sample Offering Document Disclosure
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• House Bill 3834 amends the Texas Government Code to require certain state and local government 
employees and state contractors to complete a cybersecurity training program certified by the Texas 
Department of Information Resources (the “DIR”).  

• The purpose of the program is to help the state and local governments form good security habits and 
procedures that protect information resources; and teach best practices for detecting, assessing, 
reporting and addressing information threats. 

• The DIR shall annually certify at least five cybersecurity training programs for state and local government 
employees.

• At least once each year, a local government shall identify local government employees who have access 
to a local government computer system or database and require those employees and elected officials 
of the local government to complete a cybersecurity training program .

New Texas Law
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• The governing body of a local government shall (1)  verify and report on the completion of a cybersecurity 
training program by employees of the local government to the DIR and (2)  require periodic audits to 
ensure compliance with this section.

• A local government that employs a dedicated information resources cybersecurity officer may offer to its 
employees a cybersecurity training program that satisfies these requirements 

• Dedicated information resources cybersecurity officer---an employee who 1.) has responsibility for 
information security for their represented organization; 2.) possesses the training and experience required 
to administer cybersecurity functions; and 3.) has information security duties as their primary duty 
(primary is defined as greater than 50% of the employee’s workload). 

• The cybersecurity officer will need to submit a form confirming they meet the exception requirements. 
This form will be posted to the DIR website.

New Texas Law  (cont’d.)
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• Each state agency shall identify state employees who use a computer to complete at least 25 percent of 
the employee's required duties.  

• At least once each year, an employee identified by the state agency and each elected or appointed officer 
of the agency shall complete a cybersecurity training program 

• A state agency shall require any contractor who has access to a state computer system or database to 
complete a cybersecurity training program.

• The cybersecurity training program must be completed by a contractor during the term of the contract 
and during any renewal period.  Required completion of a cybersecurity training program must be 
included in the terms of a contract awarded by a state agency to a contractor.

• The person who oversees contract management for the State agency shall (1) report the contractor's 
completion to the department; and (2)  periodically review agency contracts to ensure compliance.

New Texas Law  (cont’d.)
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